[bookmark: _GoBack]UNDER LOCK AND KEY
Are you preparing for General Data Protection Regulation (GDPR)?
GDPR is the new regulation governing the collection, storage and use of personal information and replaces the Data Protection Act 1998 and businesses have to be compliant from May 25th 2018.
MLACP are unable to advise on your process of becoming compliant however following our annual AGM in November 2017 and a very interesting and informative talk from Paul Davidson on ‘How to keep your business safe’, we have gathered some information to assist you on your journey. MLACP are not the organisation to turn to for formal or legal advice. The Information Commissioner’s Office (ICO) have guides for small businesses which are useful;
· https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
· https://ico.org.uk/for-organisations/resources-and-support/data-protection-self-assessment/getting-ready-for-the-gdpr/
· https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/
Some salient points from their guide include:
· Information you hold - You should document what personal data you hold, where it came from and who you share it with. You may need to organise an information audit.
· Communicating privacy information - You should review your current privacy notices and put a plan in place for making any necessary changes in time for GDPR implementation.
· Consent - You should review how you seek, record and manage consent and whether you need to make any changes. Refresh existing consents now if they don’t meet the GDPR standard.
· Children - You should start thinking now about whether you need to put systems in place to verify individuals’ ages and to obtain parental or guardian consent for any data processing activity.
· Individuals’ rights - You should check your procedures to ensure they cover all the rights individuals have, including how you would delete personal data or provide data electronically and in a commonly used format.



Some questions to ask about your daily practices are;
How do you store medical records? Are they under lock and key?
Do you store personal information in a way that provides protection, security and control to the individual that the data concerns?
How do you shred old records? Are they shredded by a recognised company who shreds securely? Do you receive a certificate to confirm this?
How do you send emails which contain patient details? Do you encrypt these emails? Do you use a secure method such as drop box?
How do you send paper records to solicitors? Recorded delivery?
If you receive emails from solicitors or other bodies which include patient/client details, from 25th May 2018, ensure that when replying to the email do not include the original email. Send a polite note to the sender stating that their email was not GDPR compliant and confirm how you will send any records which contain patient/client details in future.
This list of questions are only some suggestions and it is not a complete list. 
Other organisations which are offering assistance; 
· PhysioFirst are holding GDPR education days to confirm what is required – look online for these dates.
· PhysioFirst have joined with Blue Zinc and providing webinar courses.
· More details about GDPR are found on the CSP website
	http://www.csp.org.uk/frontline/article/news-focus-data-protection-law-changes#comment-171507?utm_comment=1136240
· There is a discussion on iCSP on ‘data protection.’ This may be a useful forum for discussion between members and to share information/experiences.


